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Abstract: By intensifying the digital activity of organisations, the cybersecurity has been 

placed in special lights when decision-making processes are carried out. Cyber risks are 

considered extremely important for digital organisations development and special 

recommendations are highly demanded. Aiming to research new opportunities for this 

context, the authors promote the circumstances of cybersecurity research field by performing 

qualitative research. The method used was represented by visual network analysis with Java 

technology, an innotive tool for analysing and interpreting the network of the knowledge field. 

The bibliometrics such as reference, cited reference, author and institution were used to 

group 5,287 relevant resources from Web of Science database and mean silhouette, 

modularity, or betweeness centrality metrics were interpreted to validate the quality of the 

network. The result present the importance of human factor in cybersecurity politics, the 

significant topic of cybersecurity governance and regulations, and the relevance of 

cybersecurity culture development for employees. The study enriches the literature by 

introducing the most recent connections from the pandemic year, presenting the increasing 

awareness of the risks involved in carrying out the activity of digital organisations. 
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1. INTRODUCTION 

The privacy and security in the digital environment have become a top priority and a global 

concern (Hassib and Shires, 2022) in the use of digital tools by organisations. As the activities 



 

JOURNAL OF SMART ECONOMIC GROWTH 

www.jseg.ro ISSN: 2537-141X  Volume 7, Number 1, Year 2022 

 

2 
 

of digital organizations become more and more intense and the level of digitization is on an 

upward trend in terms of operationalization or management activities. This is leading to 

growing organizational threats, with management facing major cybersecurity challenges (Al-

Sanjary et al., 2022) and this is the reason for existing concepts such as cyber risk 

management or cybersecurity decision making in the literature (Aliyu, He, et al., 2020). This 

type of risks are considered very important challenges especially for the organisations that 

want to grow in a virtual, ever growing space (Jbair et al., 2022). The application of the 

concept is widely presented in the scientific world. From banking system (Mbelli and 

Dwolatzky, 2016; Xu et al., 2020), healthcare (Spanakis, EG; Bonomi, S; Sfakianakis, S; 

Santucci, G; Lenti, S; Sorella, M; Tanasache, 2020; Nifakos et al., 2021; Ravidas, Pattinson 

and Oliver, 2021) to user behaviour, (Baltezarevic and Baltezarevic, 2021; Zwilling et al., 

2022), the importance of cybersecurity awareness and knowledge is highly needed.  

A study of digital organisations in the UK found that 50% of them represented a strong 

position on cybersecurity as a necessary factor in decision-making at management level. Their 

representatives were very confident that the budget was allocated to protection against the 

most important cyber threats. Regarding this aspect, the percentage is represented by 38% of 

the subjects, compared to 44% (globally). Asked what cybersecurity incidents might occur, 

58% of participants in the same study included attacks on cloud services, critical business 

services (52%), and ransomware attacks (50%) (Gladman, 2021). 

Also, the literature presents the perspective of education in the field. Different models that 

centre the priority of identifying, analysing and learning to manage risks in this knowledge 

research field earn a lot of recognition (Lehto, 2015; Stevens et al., 2019; Du et al., 2020; 

Martínez, 2020; Annarelli and Palombi, 2021). 

Based on the pervasive challenges of the current context and the widespread application of 

cybersecurity, a research question has emerged that the authors posed in relation to this topic. 

"What are the issues that academia and practitioners need to understand the frontiers of 

cybersecurity research?” To answer the question, the researchers started a review of the 

literature addressing the following critical points: 

• What are the major areas of cybersecurity research? 

• What is the main topic in the field of research? 

• How are major topics connected through specific scientific papers? 
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The concept of cybersecurity has been analysed by aiming to identify and promote challenges 

and opportunities for digital organizations in the context of the highly required necessity to 

enrich the knowledge field of cybersecurity.  

In this sense, the qualitative method of visual network analysis was performed, which 

determined a clear and a strong network of the research field by reference and author node.  

The results align the work of this paper by bringing to light the necessity of increasing the 

competences of the employees and the human factor, as an influential aspect of digital 

organisational development.  

  

2. MATERIALS AND METHODS  

 

The method by which the analysis of the research field was approached was based on the 

adapted observation technique and is represented by the creation and visualization of a 

network, using Java technology (Chen, 2010; Glänzel et al., 2019). It is an innovative 

qualitative method by which the visual network regarding the chosen research field was built, 

analysed, and interpreted. The research was based on bibliometrics, which for the elaboration 

of the study included bibliometrics such as, references, references cited in the field, keywords, 

author, and institution. 

The selection criteria for including the resources required for the analysis were chosen based 

on the use of the modified coefficient g: 

               
  

To include nodes, an increase or decrease in the scale of the factor k=25 was used. Top N 

levels of most citations represented N=50, and top N% was selected at a level of 10%. 

The analysis was applied to the Web of Science database and included 5,287 references 

published in the period 2020-2022. They were included in the sample based on the relevance 

criterion. All resources were saved as plain text files and imported into Citespace, version 

5.8.R3 for visual network analysis using Java technology. 

 

3. RESULTS 

The network created has three colour structures, each corresponding to the year of scientific 

resources (Fig.1). The figure shows the most recent connections made (yellow) and the first 
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connections made in the pandemic year in the field of cybersecurity. The relevance of the 

visual network created is shown by the clarity of the decomposition (modularity Q) and the 

clarity of the configuration of the clusters (silhouette, S) whose values are presented in Table 

1. 

 

 

Fig.1 Visual network on cybersecurity research knowledge 

(Source: created by authors with Citespace software) 

 

Table 1: Network metrics 

Metric Value 

Modularity (Q) 0.704 

Silhouette (S) 0.894 

(Source: generated by authors with Citespace software) 

 

What are the major areas of cybersecurity research? 

The grouping based on the reference criterion favoured obtaining an answer for the first two 

critical points formulated previously. In this sense the grouping shows the major clusters 

according to Fig. 2. 



 

JOURNAL OF SMART ECONOMIC GROWTH 

www.jseg.ro ISSN: 2537-141X  Volume 7, Number 1, Year 2022 

 

5 
 

 

Fig. 2. The larger clusters visualisation 

(Source: created by authors with Citespace software) 

The largest cluster, rated #0 in the Citespace software, has 40 members, and is labelled as 

“healthcare organisation” of which Nifakos et al. (2021) is the most relevant of the members, 

with a systematic review of the influence of human factors. on cybersecurity in healthcare 

organizations. 

The second cluster (#1) has 37 members and is labelled by the concept of "learning 

algorithm", in which Cremer et al. (2022) is the most relevant of the members, with a 

scientific paper such as the systematic review of availability data for cyber risk and 

cybersecurity. 

The third cluster (#2) created (36 members) by the size is labelled with two concepts, namely 

"cybersecurity awareness" and "cybersecurity response exercises". The most relevant 

reference is Corallo et al. (2022) with a scientific paper on cybersecurity challenges for 4.0 

production systems and assessing the level of impact on the business. 

What is the main topic in the field of research? 
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In order to find out what is the main topic in the field of research, the visual network was 

created according to the keyword and the author cited. In this case, the largest cluster (# 0) has 

20 members and has a value of the profile indicator (s) = 0.905. It is labelled "cyber security 

governance" and "cyber security regulation". The node is represented by the European 

Commission with 35 citations (Fig.3). According to the grouping created, the most relevant 

reference is García Segura (2020), with the scientific work on cybersecurity at European level 

on human rights challenges. 

 

Fig.3. The node (institution) for the major topic in the research field of cybersecurity 

(Source: created by authors with Citespace software) 

 

How are major topics connected through specific scientific papers? 

In order to find out how major topics are connected through scientific papers, the centrality 

metric has been interpreted, which can take values between 0 and 1. Different clusters are 

strongly connected if they have a score as high as possible. In the case of the previously 

presented node, the value of the indicator is equal to 0.78. In the case of the created network, 

a high centrality is presented by the nodes highlighted in Fig. 4. 
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Fig.4. The intersection points of major research topics 

(Source: created by authors with Citespace software) 

 

The nodes are represented by the circled references in Fig.5 and named in Fig. 6. 

 

Fig.5. The reference of major research topics (nodes) 

(Source: created by authors with Citespace software) 
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(a) (b) 

  
(c) (d) 

 

Fig. 6. Scientific resources linking major cybersecurity topics (a) cluster # 0, 8 citations; (b) 

cluster # 0, 8 citations; (c) cluster # 2, 4 citations; (d) cluster # 12, 4 citations. 

(Source: Alshaikh, M. (2020), Brilingaitė, Bukauskas and Juozapavičius (2020), Aliyu, 

Maglaras, et al. (2020) and Bhamare et al. (2020) 

The results of the comprehensive review of the literature on this field of research show the 

importance of the human factor in relation to technological adoption in the post-pandemic 

context. Cybersecurity challenges and solutions also address areas such as human resources, 

e-commerce, and information technology. 

 

DISCUSSION 

The scientific contribution determine the summary of cybersecurity research knowledge 

appearing in the academic environment with a new and fresh perspective, presenting the most 
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recent papers published in the field and the intensity of popularity of the paper published in 

the pandemic year.  

The results increase the value of the above-mentioned references due to the integration in the 

network of the most relevant scientific papers.  

The analysis performed confirms the concerns of the academia by discovering the healthcare 

organisation, cyber risks and cybersecurity awareness labels as being the major areas of 

cybersecurity research. Furthermore, the study adds the learning algorithm, human factor, 

cybersecurity governance and cybersecurity regulation as important and relevant topics for the 

knowledge field.  

Moreover, the most relevant papers in 2020-2022 timespan present the concept of developing 

a cybersecurity culture aiming to influence the behaviour of the employees, the perspective of 

developing competences, level-up the cybersecurity maturity in higher education and the 

development of the field in industrial control systems. 

To present a more valuable research paper, the authors found some recommendation (Google 

Digital Garage, 2019) for digital business by increasing the cybersecurity awareness, by 

develop the culture of the employee in this field and by increasing the degree of protection 

against this type of risks. The summary is presented in Fig. 7. 
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CONCLUSIONS  

The information society and the great challenges that digital organisation will face in the 

digital future offer the opportunity to demonstrate strong resilience and sustainable 

development, at least in the light of the elements addressed above. 

The concern for cybersecurity, a major challenge of the moment, reveals the need to provide 

support for companies that do not know the field, but are aware of the risks involved in 

carrying out the activity. 

All the results obtained by the research fulfil the purpose of identifying and promoting 

challenges and opportunities for digital organizations within cybersecurity knowledge field. 

With major implication of the academic environment, cyber risks can be diminished, by 

knowing the circumstances of a constantly evolving field, especially in the scientific 

literature. Universities and researchers may consider the results obtained through the analysis 

performed in order to train specialists in the field, but also to advice the top management from 

targeted digital organizations. 

On the other hand, the private sector may fruitful the outcomes of the study by deploying 

internal rules and procedures to develop a cybersecurity culture, and to prepare the employees 

to prevent cyber risks. 

The future research directions can represent quantitative research to measure the perception of 

managers regarding the necessity of cyber security assets, trainings, and tools for their 

business development. 
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